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AGENDA
ex

1. A  high-­speed  rollercoaster  whistle-­stop  tour  of  a  substantive  
piece  of    pan-­European  regulation

2. Q&A



Who  is  Valerie  Lyons?
ex• Ex  CISO  – KBC  (15yrs  )

• Started  my  career  in  IBM,  almost  30  years  ago.
• Honorary  Fellow  of  the  IISF  since  2003
• COO  of  BH  Consulting,  and  PhD  Scholar
• Master  in  Business  &  Leadership  and  degree  in  
Information  Systems

• As  passionate  about  Information  Privacy  and  
Protection  as  her  son  is  about  airplanes……  





• Government  Regulation
• Industry  Self-­Regulation
• Data  Protection  Technologies
• Individuals  (Consumers  AND  Employees)  –
choices  and  behaviours,  understanding  and  
awareness.

Approaches	
  to	
  protect	
  data?	
  



Regulatory  Headaches….

• GDPR	
  (Due	
  2018)
• HIPAA
• Child	
  Protection	
  Law
• Privacy	
  Shield	
  (Safe	
  Harbor)	
  
• Digital	
  Information	
  Act	
  2017
• Freedom	
  of	
  Information	
  Act
• Consumer	
  Protection	
  Codes
• PCI	
  DSS(Credit	
  Cards)
• ………etc.



“Are  you  really  compliant….”



GDPR!!  











What	
  is	
  Sensitive	
  Data	
  
o Racial, Ethnic origin
o Religious or philosophical beliefs
o Political opinions
o Trade union membership
o Genetic data
o Biometric data
o Health
o Sexual orientation



Legal	
  Basis	
  for	
  Processing

At	
  least	
  one	
  lawful	
  basis	
  must	
  apply	
  to	
  process	
  data	
  

1. Legitimate Business Interest
3. Contractual Necessity
4. Compliance with Legal Obligations
5. Consent
6. Vital Interests
7. Public Interest
8. Criminal offences data or civil law enforcement



Data	
  Protection	
  Principles

1. Lawfulness,	
  fairness	
  &	
  transparency
2. Purpose	
  Limitation
3. Integrity	
  &	
  Confidentiality
4. Accuracy
5. Data	
  minimisation
6. Storage	
  limitation
7. Accountability





Principle	
  of	
  Accountability….



Data	
  Subject	
  Rights

• Right	
  of	
  Access
• Right	
  to	
  be	
  Forgotten	
  
• Right	
  to	
  Object
• Right	
  to	
  Profiling	
  Objection	
  (not	
  to	
  be	
  profiled)	
  
• Right	
  to	
  Portability
• Right	
  to	
  Transparent	
  Communication
• Right	
  of	
  Rectification	
  
• Right	
  to	
  Restrict	
  Processing	
  	
  



Other	
  Important	
  Aspects

• Data	
  Protection	
  Officer…warning!
• Data	
  Protection	
  Impact	
  Assessment
• Privacy	
  by	
  Design	
  and	
  Privacy	
  by	
  Default
• Registration	
  Process
• Mandatory	
  Breach	
  Notification
• Privacy	
  Policies	
  
• Subject	
  Access	
  Requests
• Research	
  Exemptions





Data  Protection  Methods



How  To  Protect  
Against  Data  
Breaches



The  Cloud…..



Business	
  View	
  of	
  Cloud	
  Computing



Vendors’	
  View	
  of	
  Cloud	
  Computing



Security	
  View	
  of	
  Cloud	
  Computing



Risk  Management  Process



Security  Risk  Analysis



Security  Awareness  Training



Stakeholder  Policies  (…T&Cs)



Information  Classification



Patching  and  Updates



Anti-­Virus  (and  Malware)



CyberInsurance



Maybe…Do  Right,  not  Rights.  
FIPPs….



Valerie.lyons3@mail.dcu.ie
Valerie.lyons@bhconsulting.ie

Val.lyons@Hotmail.com


